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Kernel source size

The Linux kemel keeps growing in size over time as more
nardware is supported and new features are added.

For the following numbers, we
have counted everything in the
released Linux source package
as "source code" even though a
small percentage of the total is
the scripts used to configure
and build the kernel, as well as
a fairamount of documentation.
Those files, too, are part of the
larger work, and thus merit
being counted.

Version Files

The information in the table above shows the number of files and lines in
each kernel version.

4

Linux Kernel Development Report, The Linux Foundation, 2017



New drivers
Naturally, the kernel developers also added hundreds of new drivers and

thousands of fixes over the past year.

Hardening

Work on hardening the kernel against attack continues with the addition
of several new technologies, many of which have their origin in the
grsecurity and PaX patch sets. New hardening features include virtually
mapped kernel stacks, the use of the GCC plugin mechanism for
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Kernel Version Changes per hour
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stable_api_nonsense.txt

this article describes the
in kernel interfaces, not the kernel to userspace interfaces

Executive Summary

You think you want a stable kernel interface, but you really do not, and you don't even
know it. What you want is a stable running driver, and you get that only if your driver is
in the main kernel tree.

Greg Kroah-Hartman



Essential Verification Features

e Scalable
e Continuous
e Automatic
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Linux Device Drivers

Many drivers share common
structural patterns

uniform Share memory and privilege
important with the rest of the kernel
not too bi

J 95% < 15 KLOC A

not too complex 90% < 10 KLOC
80% < 5 KLOC

(*) size of C files in .ko /

No floating point,
rarely use recursion
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Decomposition

|. Zakharov. Methods of decomposing
systems and modeling environment of
program modules for verification of C
programs, PhD Thesis, 2019
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Software Model Checking
Reachability problem

entry point

error location
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Verification Tools World

int main(int argc, char” argv[])

{

other_func(var);

N

void other_func(int v)

{

assert( x = NULL);
}
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Device Driver World

int usbpn_open(struct net_device *dev){ ... };

int usbpn_close(struct net_device *dev) { ... };

struct net_device_ops usbpn_ops = {
.ndo_open = usbpn_open, .ndo_stop = usbpn_close
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int usbpn_probe(struct usb_interface *intf, const struct usb_device_id *id){
dev->netdev_ops = &usbpn_ops;
err = register_netdev(dev);

}

void usbpn_disconnect(struct usb_interface *intf){...}

struct usb_driver usbpn_struct = {

.probe = usbpn_probe, .disconnect = usbpn_disconnect,
I3
int _init usbpn_init(void){ return usb_register(&usbpn_struct);}
void __exit usbpn_exit(void){usb_deregister(&usbpn_struct );}

module_init(usbpn_init);
module_exit(usbpn_exit);

No explicit calls to
init/exit procedures
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Device Driver World

int usbpn_open(struct net_device *dev){ ... };
int usbpn_close(struct net_device *dev) { ... };
struct net_device_ops usbpn_ops = {
.ndo_open = usbpn_open, .ndo_stop = usbpn_close
13
int usbpn_probe(struct usb_interface *intf, const struct usb_device_id *id){
dev->netdev_ops = &usbpn_ops;

err = register_netdev(dev); .
} Callback mterfa_ce _
void usbpn_disconnect(struct usb_interface *intf){...} procedures reg|strat|on
. Struct usb_driver usbpn_struct={ ~ ~ " T T T .

.probe = usbpn_probe, .disconnect = usbpn_disconnect,

’ u, e n —_— n L] n —_— n n /
int " init Gsbpn_init(void){Tefurn usb_register(&usbpn_‘sfruct);}
void __ exit usbpn_exit(void){usb_deregister(&usbpn_struct );}

module_init(usbpn_init);
module_exit(usbpn_exit);
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Device Driver World

int usbpn_open(struct net_device *dev){ ... };
int usbpn_close(struct net_device *dev) { ... };
“struct net_device_ops usbpn ops={ "~ "~ "~ T " T °
.ndo_open = usbpn_open, .ndo_stop = usbpn_close .
/

<

int u_sb'pnt pr'ob_e(s'trﬁct' u%_?n'@rféce_*iﬁtf,_ const struct hsF_d‘evice_id *idy{

dev->netdev_ops = &usbpn_ops;
err = register_netdev(dev);

}

void usbpn_disconnect(struct usb_interface *intf){...}

struct usb_driver usbpn_struct = {
.probe = usbpn_probe, .disconnect = usbpn_disconnect,
13
int _init usbpn_init(void){ return usb_register(&usbpn_struct);}
void __ exit usbpn_exit(void){usb_deregister(&usbpn_struct );}

module_init(usbpn_init);
module_exit(usbpn_exit);

Callback interface
procedures registration

o
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Driver Environment Model
int main(int argc, char” argv|[])

usbpn_init();

for(;;) {
switch(*) {
case 0: usbpn_probe(*,*,*); break;
case 1: usbpn_open(*,”); break;

=

usbpn_exit();
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Driver Environment Model (2)

e Order limitation

o open() after probe(), but before disconnect()
e Implicit limitations

o read() only if open() succeed

o and it is specific for each class of drivers
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Scenarios of Handler Invocations

usbpn_init:
return usb_register(&usbpn_struct);

usbpn_struct->probe: A
dev = alloc_netdev(...); |

v

usbpn_struct->disconne
ct:
free_netdev(dev), y

usbpn_exit:
return usb_deregister(&usbpn_struct);
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Scenarios of Several Groups

init
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/{ ndo_stop

r

disconnect

exit

usb_driver
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\[ ndo_open

ndo_start xmit

net_device_ops
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Driver Environment Model (3)

e Correct & Complete
o should reproduce the same scenarios of interaction with
a driver as in the real kernel environment

22



Driver Environment Model (3)

e Correct & Complete
o should reproduce the same scenarios of interaction with
a driver as in the real kernel environment
e Simple Enough
o should satisfy the requirements of static verification tools
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T-model of Environment
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T-model of Environmen
G0
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mstop
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Modeling Driver Environment

Driver C source code

Kernel core source
code

m-model of driver

Driver C source code

Driver interface

Original C code

— modeling
— generation

C::) equivalence

= m-model of environment

A 4

Wrapper

A 4

Generated
environment in C

C program under verification
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Generated Environment in C

void main(int argc, char* argv[]) {
while(true) {
switch(__VERIFIER_nondet_int()) {
case O: //process P1, action a1:
if(s->state == K ) {

}
break;

case 1: //[process P1, action a2:

=

break_loop:

}
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Coverage of Drivers in Linux 3.14.78

Directory Path Line Coverage Function Coverage
drivers/gpu 13% (13476/96446) 4% (190/4626)
drivers/infiniband 34% (36314/104686) 24% (1056/4357)
drivers/isdn 58% (30777/52354) 52% (993/1877)
drivers/media 47% (118324/249319) 27% (2687/9677)
drivers/net 66% (363300/549366) 62% (15033/24147)
drivers/staging 66% (161825/244187) 55% (4554/8250)
drivers/usb 57% (96389/168336) 53% (3796/7101)

drivers/video 58% (32225/54924) 48% (1127/2302)
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Commit Analysis

e All patches in Linux stable kernels 2.6.35 — 3.0:
o Period: 26 Oct 2010 — 26 Oct 2011
o 1503 device driver patches

e Main goal: detect and classify typical bugs
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Commit Analysis (2)

Changes in drivers

Improvements in Bug fixes - 79%

functionality - 21%
Non-typical bugs - 52%

1503 patches for device drivers in stable trees

Typical bugs - 27%
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Commit Analysis (3)

Class

sync:race
specific:resource
generic:null_ptr_deref
specific:check params
generic:resource
specific:context
specific:uninit
generic:syntax
specific:lock
sync:deadlock
specific:style

60
32
31
25
24
19
17
14
12
11
10

%

17.2%
9.2%
8.9%
7.2%
6.9%
5.4%
4.9%
4.0%
3.4%
3.2%
2.9%

12
13
14
15
16
17
18
19
20
21

Class

specific:net

specific:usb
generic:int_overflow
generic:buffer overflow
specific:check ret val
generic:uninit
specific:dma
specific:device
specific:misc

generic:misc

10
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27
11

Y%
2.9%

2.6%
2.3%
2.3%
2.0%
1.7%
1.1%
1.1%
7.7%
3.2%
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Properties

e specific (domain-specific rules)
o Reachability

® SyncC
o Concurrency safety (data races, deadlocks)
e generic

o Memory safety (invalid dereference, invalid free, memory leaks, ...)
o Overflow
o Termination

33



Properties

s speoﬁk:«knnanrspecﬁfigﬂﬁil~__~—_f _ .
o Reachability CEGAR, BAM, Predicate and Value Analysis

® SyncC
o Concurrency safety (data races, deadlocks)
e generic

\

%

CEGAR, BAM, Thread Modular,
Lock, Predicate Analysis

|

o Memory safety (invalid dereference, invalid free, memory leaks)

o Overflow
o Termination

SMG }
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CPAchecker Tool

Input language C, Java

Implemented in Java

Open Source: Apache 2.0 License

~130 contributors so far from 15 universities/institutions
1,420,000 lines of code

Started 2007

https://cpachecker.sosy-lab.org
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CPA Algorithm

a0 - initial abstract state, R - reached set, W - walitlist
R ={a0}, W = {a0}

while(W # 2) {
take a from W
foreach(a' |a~a’){

foreach(a” in R) {
m = merge(a’, a”)
if(m # a”) { replace @” by min Rand W }

if(lstop(a’, R)){ adda’toRand W }
if(a’ is error state) { return UNSAFE }

}
return SAFE

Configurable Program Analysis
CPA = (D, ~, merge, stop)

D - abstract domain (E, C, [[.]])

~ - transfer operator

merge operator

stop operator
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Configurable Program Analysis

Composite - C1 x C2 x ... x CN

Location

Callstack
Predicate

Value

Block Abstraction Memoization (BAM)
Symbolic Memory Graph (SMG)
Thread-Modular (TM)

Lock
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Algorithms

Configurable Program Analysis (CPA)

Counter-example Guided Abstraction Refinement (CEGAR)
Bounded Model Checking (BMC)

k-Induction

IMPACT

Property-directed reachability (PDR)
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Concurrency Properties
CPALockator - Thread-Modular Approach with Projections

)
ThreadModularCPA . .
_’u_] P. Andrianov, Analysis of
( - Ssynchronization correctness in
operating systems components,
( _ PhD Thesis, 2021
é / ) (o)

ThreadCPA
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Thread-Modular Approach

Th readJ |
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Th readJ |

Environment
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Environment

4
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Thread Interaction via Projections

g=935
:J] Environment
Xx=3

7
b=2

Projections
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Application of Projections

‘ Environment

SR =

Transition in the Projection Thread 2
Thread1



New Requirements for CPA Operators

e 3Ik>0. VR CE.[[ReachXR)]] 2 eyl T T3
e Ve e.eLCmerge(e €)
e Ve.stop(e R)=[ell € U,_, [[e]l

[[CPA(D, s,)Il 2 Reach ([[s,]])
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Comparison on SV-COMP Benchmarks

Benchmark
cafe ccic.ko false
nsc-ircc.ko_false
w83977af irko false
spi-tegra20-slink.ko_false
adutux.ko_false
iowarrior.ko_false

cafe _ccic.ko _true

kLOC
13
13

10

13

Threads
4

5

CPALockator
X

X

Other participants
X

X | X | X | X | X | X
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Verification Results - Data races

Linux kernel v4.2.6, drivers/net subsystem,

425 tasks
Number of warnings 85
Confirmed bugs 48%
CPU time 36 hours

Wall time 3 hours
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Verification Results - Data races

Real-Time OS
RTOS 1
Number of warnings 461
Confirmed bugs 42%
CPU time 9 min
Number of analyzed threads 497

Lines of code, thousands 400

RTOS 2
981
21%

14 min
37
300
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Consequences

Others, 7,72%

Buffer overrun, 1,19%
»  NPD, 3,26%

Sleep in atomic, 5,34%

Leak, 38,87%
Use after free, 7,42%

Deadlock, 10,39%

Race, 11,28%
Use of uninitialized variable, 14,54%
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On the Error Path? (for top 10 rules)

100,00%

90,00%

80,00% -

70,00% -

60,00% -

50,00% -

40,00% - ® Not on the error path
T B On the error path
20,00%

10,00% -

0.00% - . .

& @‘& f‘ & d

@'Q-
o @ 3 § &
N W~ &



Links

e Results of Linux kernel verification

o More than 400 problems were found (commits and commits since 2024).
o 8+ GSOC projects on Linux kernel verification

e Frameworks
KLEVER Verification Framework ISPRAS fork of CPAchecker
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https://git.kernel.org/pub/scm/linux/kernel/git/stable/linux.git/log/?qt=grep&q=Found+by+Linux+Driver+Verification+project+(linuxtesting.org)
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/log/?qt=grep&q=Found+by+Linux+Verification+Center+(linuxtesting.org)+with+Klever
https://gitlab.ispras.ru/verification/klever/
https://gitlab.ispras.ru/verification/cpachecker

