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Exploiting partial orders and symmetries in 
efficient analysis of message-passing 
concurrency



Message Passing Systems
• Heavy use in scientific computing, client-server, peer-to-peer applications, 

consensus protocols etc.


• Many languages and APIs — Go, Erlang, MPI, etc.


• Large and complex computation code interleaved with communication


• Many issues: communication races, deadlocks, assertion violations etc.


• Reachability is undecidable when each process is a FSM with FIFO buffers [Brand and 
Zafiropulo, JACM’83] 

• Lack of use of partial orders in practical verification techniques
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Soundness & Completeness
• Given a deductive system :


•  is sound for a logic , if for every formula , 


• All formulae proven by the deductive system are indeed valid!


•  is complete for a logic , if for every formula , 


• All valid formulae are also proven by the deductive system!

𝙳

𝙳 ℒ ϕ ∈ ℒ ⊢𝙳 ϕ ⇒ ⊨ ϕ

𝙳 ℒ ϕ ∈ ℒ ⊨ ϕ ⇒ ⊢𝙳 ϕ



Dynamic Symbolic Verification

• DSE: sound and complete w.r.t. a fixed input, relatively scalable
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Syntax and Matches-before Relation
• Assume the standard expression grammar for .


•  is the request handle.


•  is a blocking call  (behaves differently under 
buffering)


• Matches-before ordering relation:


•  ;  


•  (send to different 
destinations are unordered)


•

e

h

wait

send(…, h) → wait(h) recv(…, h) → wait(h)

send(pid, …) → send(pid, …)

wait(h) → C

Syntax

C ::= x := e
| send(pid, x, h)
| recv(pid, x, h)
| wait(h)

pid 2 PID
pid⇤ 2 PID [ {?}

x, h 2 V
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Syntax

C ::= x := e
| send(pid, x, h)
| recv(pid, x, h)
| wait(h)
| Barrier

pid 2 PID
pid⇤ 2 PID [ {?}

x, h 2 V
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Formal MPI Semantics
• State  


• I is the set of issued calls


• M is the set of matched calls 


• Issuable(x): Set of all x:  and for all y with , we have  


• Ready(m, q): If for all  and every , we have  


• Semantics of P is a FSM 

s = ⟨I, M⟩

⊆ I

x ∉ I y ≺po x y ∈ I

a ∈ m s ≺mo a s ∈ M

S(P) = ⟨Q, q0, A, δ⟩



Modeling Message Passing Programs
• Each process is a finite state machine (FSM) 


• Deterministic computation


• FIFO system buffers (0 — synchronous, k/  — asynchronous)


• Asynchronous non-blocking (send/recv) calls.


•  Programs have finite control and finite data domain

∞



Nondeterminism: Reason for verification

• Nondeterminism due to scheduling and control. 


• Theoretical Results[TOPLAS’17, FM’18]
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MPI Program

void P1() {
R1: Recv(*, x);
if (x==10)
R2: Recv(*, y);
else if (x==20)
R3: Recv(*, y);
else { }
R5: Recv(*, z);

}
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MPI Program

void P1() {
R1: Recv(*, x);
if(x==10)
R2: Recv(*, y);
else if (x==20)
R3: Recv(*, y);
else { }
R5: Recv(*, z);

}

void P2(){
Send(P1, 10);

}

void P4(){
Send(P1, 30);

}
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𝚁𝚎𝚌𝚟( ⋆ , x)

x
10 20

30

Multi-path 
program



Our technique using equivalence partitioning
• Propositional Encoding


• Sound and complete


• Path finder: 


• nonchronological search for a 
new equivalence class 

• Termination 


• Due to finite # of control 
decisions


• Validate results by concrete 
scheduling
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Propositional Encoding
PO Constraints

Uniqueness & Clock Equality

Match correct & Matched only

Match only issued 

Not all matched



Savings through an example
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MPI Program

void P1() {
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MPI Program

void P1() {
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R2: Recv(*, y);
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In general: exponential 
savings over runtime 
verification techniques 

S1-R2
S3-R2



Results
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Summary: Orders of magnitude faster than explicit-state or full symbolic verifiers 

CAV08, PPoPP08 FM17 ASE15, TACAS16

Generality: Java 8 Multi-threaded Apache libraries for wait-notify deadlocks [ICSME20, ICST21]   

[TOPLAS17, FM18]



Exploiting Symmetries: Epochs
• Problem: Solvers are stuck on exploring symmetric runs of a program


• Problem: Symmetries may not be global 
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Communication Epochs: SCCs of program graph 

Program Graph:  s.t.

  and 


G = (C, E)
∀c1, c2 ∈ C, (c1, c2) ∈ E ⟺ c1 ≺ c2
(c1, c2), (c2, c1) ∈ E ⟺ {c1, c2} ∈ MSend(P1)

Recv(*,0)

Recv(*,1)

Send(P1)

Wait(h1)

Barrier Barrier Barrier

P0 P1 P2

mb
mb



Detecting  & Specifying Symmetries
• Automorphism  if  


• Lemma:  preserves matches and deadlocks

π : C → C (c1, c2) ∈ E ⟺ (π(c1), π(c2)) ∈ E

π
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Send(P1)

Recv(*,0)

Recv(*,1)

Send(P1)

Wait(h1)

Barrier Barrier Barrier

P0 P1 P2

mb
mb

ϕ = ϕpo ∧ ϕexec ∧ ¬ϕprop ∧ ϕsbp

• SBP (symmetry breaking predicate): Lex-
Leader constraints

Rishabh Ranjan, Ishita Agrawal, Subodh Sharma:Exploiting Epochs and Symmetries in Analysing Distributed Systems. ASE 2022 

0 ≤ i ≤ n, Pi(V, W) def= (Vi−1 = Wi−1 → sαi
≤ sβi

)

[τ1] ≤ [τ2]
def= ⋀Pi([τ1], [τ2])

ϕsbp = ⋀
π∈B

[τ] ≤ [π(τ)]



Exploiting Symmetries: Results
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• Summary: 


• Exponential savings over the multi-path contribution  


• Negligible analysis overheads (<10%)



Thank You!
svs@cse.iitd.ac.in 

https://subodhvsharma.github.io
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