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* Security protocol: a pattern of communications to achieve a security goal
1N an isecure environment,

¥ Each communication is of the form A—B: m.

% A and B are agents participating in the protocol, and m is some message.

% Malicious intruder can play havoc when many messages are being

communicated, by mixing-and-matching (even without breaking
cryptography).

% Need formal analysis of protocols to guarantee security goals!



Logical Flaws: Example

A— B: {m}pk(B)
b= {m}pk(A)

A ST {m}pk(B)
LB {m}pk(B)
B — I: {m}u)

oA {m}pk(A)



% Encryption, hashing etc. abstract functions on terms.

~ Dolev-Yao Model
% Framework for analysis of security protocols.

* Messages are abstract terms rather than bit Strings.

o Cryptography assumed to be perfe, no cryptanalysis! .

*Formalize properties,verify



- Dolev-Yao Model: Intruder
~ Intruder I cannot break encryption,butcan
¢ sceany message
- blockany message 4
5 rediréé’t any message
s generate messages — according to set rules!

+ send messages in Solicone 'e‘lse’s b

+ initiate new communication aCCOrdirig to the protocol



’ leV’Yao Model Aéhons

% Two types of aéhons send and receive . '
o* Each commumcatlon A—>B separated out into a send ac‘hon . -
: (+A) and a cbrre§pond1ng recelve aé’clon ( A B o
% . Every sent o assumedto Gevecived by I.

% Each received term assumed to come from I.

- * Ties in well with intuition of I being the network!



= pk(R) | pair(o, 1) [ senc(¢) [aenc(ririk)

% Derivation rules of the following form.

. S Ft Xrbuoo oS e _senvcﬁ'(t.,'u)__ e b



More about Dolev-Yao

*¥ Dolev-Yao treats all messages as “terms.

* Whatif protocol involves certificates? For

quthorization, delegation etc.

*¥ Encoded as terms in Dolev-Yao — bit commitment,

protocol-specific tagging etc.

* Not always concise/ readable!



/ZKP Terms |[BHMOS)|

* Extend the Dolev-Yao model with "zero-knowledge proof

terms.

* Zero-knowledge proot term: ZK,, o(P1,...,Py; O1,...,0,; F).

* Ps: private; Os: public; F defines link between Ps and Os.

% Presents the certificate in a more readable format than

encoding INto terms,
A — B: ZK273(W1,I€ . {m}k,a, b ;[31 £ enc(ocl, 0(2) A\ (061 % /32 Vg = [53))

BHMO8: Backes, M.; Hritcu, C.; Matteo, M. (2008) “’Iype-checking zero-knowledge.” In Proc. CCS "08, 357-370.



KD Terms (Coned

% Sounds great! So why reinvent the wheel?

o % C0n31der two certlﬁcates as follows {m aorm b} o

and{m aorm—c} w1thb¢c

. Ideally) ShOLﬂd be abl€t0 derive m = a from these two. . o

% One cannot do derivations on ZKP terms. Cannot

infer m = a from these certificates in this system.



‘ Overall [dea

= * Extend the Dolev-Yao model with a class of ab&ra&

- objecs called ‘assertions which capture certification.

~ * Protocol descriptions are readable. Assertions are distinct

from terms, andclearly §pecify the Statements of the
certificates they model,
* Inference on assertions is possible, independent of

" underlying implementation.



~ Assertions :

* Assertlons have the followmg syntax

tl—tzlP(t)locl/\oczloclv(x2|5|x oc‘Asaysoc

~ * Thesays connective allows agents to 51gn an assertion as commg

from them.

R P is any application-specific predicate. .

* Existential quantiﬁcation lets agents hide witnesses.

= * Earlier example now looks 1S folloWs '

A > B:{m}y, 3xy [{m}k - {x}y A (x =0 b)]



- Existential

o f* When exaé’dy can one ex1§’cent1ally quarmfy out a term -

from an assertlonfD .

e ,t* 'm fr{Omm: t?mfrom{m}kz}t? | - o

o * Quantlﬁcatlon becomes comphcated in the presence of

e encryptlon' e



~ Abstractability

% Informally 1 posmon P is‘ab&ractable’ inside a term ¢ if we

~can replace the subterm at p Wlth somethmg else and ‘ ' -
build the reét of t aack up. : '

% We con51der a notion of abé’craé’cablhty W.L.L. 4 Set of terms o

S,if we can use (some of t he) terms in S to build the

relevantparts off .

* abs(S, t): Set of abstractable positidns of t wrtS.



Abé’trad:ablhty

ox X {m, 1, p, pair(senc(pair(m, x), k), n)

¥t pair(aehc(m, r,p), pair(senc(pair(m, x),k),n)) o

* abs(X, £) = {¢,0,00,01,02, 1,10, 11}
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Mkl Ao

- % Can providea similar definition of abstractability for

o assertion_s. e

o * At term- posmon pis abé’craé’cable from an assertlon o if we

o can replacet

the reé’c of

ok 'But what 1f assertlon IS already quannﬁed i of the Elx O - |

he term at p wit

C :

h somethmg else and bullcb '

back up Consm

er abs(S, () as earher »

7 orm" What pos1t10ns can one remove thenf’



i Abé’traé’cablhty Assertmns

e X—fencm bk

,‘* 0= Elx‘[seﬁc(x,k) seﬁc(m,k)] |

% abs(X, ) = {001,01,010,011}

- loo1} o010} L nTReR e




Inference system for Assertions

o *.SeqUeht’sno’w of theform S; A ot

o *Simple equality rulé:‘ift deriVablefrom:S*'Can ﬁ'até t;":". £ ,

o * Some rules for mampulatmg equahty make use of

. . abé’craé’cabﬂlty



Inference sy.‘em for Assertlons -

. . * Abétraé’cabﬂlty used by prOJeéhon subéhtutlon

= ex1§’cer1tlal mtroduéhon etc '

o ¥ Can g0 from' a(t) to (x( ) if all occurrences i

| abé’craé’cable from Ovic t the set of terms S.

e * Reé’crlé’ced Contrachéhon rule two terms t and ) such

* that the Structure of t and u can be determmed (maybe

usmg abétraé’cabﬂlty ) to be chfferent but S; A I— f=u. G



ax

S;Au{a}ra
Sty t SiAv it oo t) = flar o)
eq proj. [ti, w; abstractable w.r.t. S|
S;ARt=t CSiAE = | |
SEA L=y | S;Araltlp SiAEt=u | |
— | | S - tiu] - — subst [t abstractable w.r.t. S, S g4y 4]
S;AFHa

S: A~ afulp




~ Inference system for Assertions

g _'* A says i essent1ally a 51gnature Wlth A S prlvate key can - _v

be removed by an tmsay rule . 0

o f* Rules for loglcal operators AV and _:.I are as in é’candard

o 1ntu1tlon1§’c1c loglc (caveat of abﬁra&abﬂny for EI1) .



NSk SoA

says

S: A - pk(k) says a

S;A - ksays a

unsay
S:A k-«

S;AF— (6 4¢) S;AF— o1
Al

S;Al—oco/\ocl

S:A k- ag A
TR

S;AI— (6

S;AI— o
Vi

S;Al—oco\/ocl

S;A-avp S;Aufalr-6 S;AU{B}rG
Ve

S:ArR 6

S; A+ Oc[t]p

Ji [t abstractable w.r.t. S]
AT o

S;AF Ax.alx]p SU{y};Au{alylp} 6

Je [y is “fresh”]
L




- Assertions: Actions

* Aswith terms, agents cansend and recelve assertions.

% Can now branch based on the derivability of assertions:

- confirm and deny actions.

~ * Canadd new instances of predicates: insert action.

~ Internal acion, specified by protocol description. *



o RunumeModel
. % An Aacionisa send, receive,conﬁrmordeny by A

% Acions $pecified with as much pattern as possible for

 terms, with variables standing for unknowns,

% An A-roleisa sequence of A-actions.



| Bl s (o

- * Each agent accumulates terms and assertions generated and

- ree‘eived ina knowledge state (X* Dy

- * Represent by (X O A) the knowledge é)cate of agent A

* Represent by (X L CD 1) the knowledge State of the 1ntruder I

L Knowledge States used to enable acfhons and poss1bly

updated after performmg adhons



B abhn & Updates ,

Action | Enabling conditions | = Updates

A sends f, o XA {ﬁl} I'—dy.t X;l X g {ﬁl} |
With‘new nonces i | Xa; Dy el | _X} = X b {t}

o = o U {a}

A receives t, a Lot N B XA:XAU{t} |
X Or - « P =D lal

A:'conﬁrmoc‘ = XA;‘CDAI‘—'_oc ‘ 'N'o_ update |

Avvdenmya - soboa Xt D - o pdate.




Runeime Ml (Coned)

R A protocolis just 1 setof roles.

* (Can Consid'er Vari‘ous iné’cantiationsof ’roles — SeSSIONS.

* Arunisan adm1ss1ble (accordmg to enablmg conchtlons') .

) mterleavmg of such sessions.

o *._Onecant

of agents

Hmk of 1 tran51t10n syétem w1th é’cates that keep track

<now16dge and all the sess10ns in progress Where

| enabled aéhons mduce tran31t10ns



Example: FOO e-Voting Protocol

e Bl il Oldesand b 199 (OB,
* Voter contacts admin, who checks voters id and authenticates.

% Authenticated voter then sends vote anonymously to collector.

- Adminshouldnot knowvorte collector should rotknowid.

* Terms-only model ensures this via blind signatures.

FOO92 Fupoka Al Okamoto T Ohta K. (1992) A Practlcal Secret Votmg Scheme for Large Scale Electlons Advances in Cryptology Zeo
: : i AUSCRYPT ‘92, 244 251 '



VeC (e |

. ".Q Protocol ”‘Terms-only
v-a sV, {bhnd({v} b)}sgm o

 A-v {blmd({"} b”%‘”

o unblmd({blmd(t b)}sgm) b)
o “{t}sg(A) |

e ?ﬂ’ {{"}f}%@” . .

L veee e



hat we want

- v F ais by _.

Vs A o W, “V wants to vote with this encryption of a valid vote”

A > Vi “Viseligible and wants to vote with the term sent earlier”

- Vq-> (. {V}k ; Some elzgzble agent was autkorzzed by A to vote wztb .

g valzd vote, tkzs term is a re- encryptzon of that same vote

| A does not have to mod‘ify Vs term (WhiCh" ST vote)

~ in order to certify it!
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- FOOQO Protocol: Assertions
- Vo A oAb Visaps (v diohs vk avalid(x) ) ’

AV i Asays[eg(V) Avered(V, {v},,) -f
| ' i oy s e /\valid(x)}] i
| V% C - e . e -



N

AN Pl

V% C

s s il s Avalid( x|

A says [elg(V) Avoted(V, {v}r,)
A Vsa)/s {Elx7 T {x},, = {V}rA A Valid(x)}]

‘ {V}Tc7TC7

R g {A says [elg(X) A voted(X, {y}s)

A X says {Elx, i {x}r = {y}s
A valid(x)} ]

Ao



V- A

A A

Vo= O

s s il s Avalid( x|
deny dx : voted(V, x)

A says

:elg(V) A voted(V, {v}r, )

A Vsays {Hx, e {x}r 2 {V}rA /\ valid(x)}]

: {V}rc7rC7
3K 9.8

: {A says [elg(X) A\ VOted(X, {)’}s)

A X says {Hx, £ {x}r = {y}s
A Valid(x)}]

i



s s il s Avalid( x|
deny dx : voted(V, x)
insert voted(V, {v},, )

A says [elg(V) A voted(V, {v},, )

A V says {Elx, ¥ {X}r = {V}rA A valid(x)}]

: {V}Tc7rC7

JX, 9,8 {A says [elg(X) A voted(X, {y}s)

A X says {Elx, K {x}r = {y}s
A Valid(x)}]

G



C o o Anohymitysetup
:' % Want ,toaﬁalyze FOO for anonymity. v
- * Runs need toSatisfy following prerequisites. |
+ At feast b voters Vo and V; ;"at' least two a0l L
o 'All Voter—admin messages precedevo'terecolleé’cor 'ones. -

. Moé’cpeWerful intrueler ] »contfols admin A’and colleé’cef @ ’



l Anonym1ty ( Almoé’c) Deﬁmtlon .
We say that 1 prot()col Pr satlsﬁes anonymlty 1f

. for everyrun Wltha(O O) anda(l 1) séss1or1

~ thereisarunitha (1,0 anda (0. 1)session

 such that the two runs are intruder-indistinguishable.

S _(i, 1) sessi_on:'V,j votes forj |




ok Want I to not be able fo d1§’c1ngulsh between runs Wlth o

dlﬁerent Votes -

. Two runs are mtmder mdzﬂmguzsbable as long asI L

draws exaé’dy the : same conclus10ns e, derlves the o

~ same terms and “same” assertions, in both s



g i it g

i o} p two runs of a protocol

. u, v;: terms communicated in 1th a¢tion in p and p reé]:)ec?avely

. . ( X (D) (X CD ) reépeétlve é)cates of I at the end of the runs.
- o We say that p and p are I mdléhngmshable (denoted p ~I p ) ¢ ‘
. | 2 1f for all o

~ assertions 06( X) and all sequences U and 0, of matchmg acftlons -

chwz( ) Iffxcp |—(x()7



e teii

' o V — A Voter 1d is pubhc vote encrypted Vsays

assert1on quantlﬁes out Value of v Vote |

o * V e C Vote revealed but sent anonymously

EXlé’tennal assertlon hldes Voter S 1d

- * Intu1t1vely no way ot the 1ntruder to hnk the voter’s 1c1

‘ to thelr Vote F OO satlsﬁes anonymlty



-~ Verification

% Derivability problem: Given a finite set of terms X,a
finite set of assertions O, and an assertion &, is it the

. casewhether X @

* Insecurity problem: Given a protocol Pranda
o designated secret assertion ¢, is there a run of Pr at the

end of which X, ; az



~ Conclusions & Future Wor

e Presented an abs’traé’t model for secur1ty protocol

1nvolv1ng certrﬁcatlon Analyzed FOO protocol for L .

e anonym1ty

ad Implementatlon and tool support; i

¥ Translatlon between terms only and assertlons based

protocols e
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