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Outline

o Inkroduction to bloclkechains
@ Smwart cownkracks

o Verificakion issues
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Banks and ledqgers

o

Record of all
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Erusted
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Each ew&rv LS
validaked

Compu&e nek
balance eke



Public ledqgers
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Challenges
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A solution

@ Mainbtain a
dAiskribubted
ledger

o ﬁupi.ic:&&wm
prevev&s
tampering

o Cryptography for

aubthenkicaktion
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A sclukbion

o A physical
ledger has pages

o Distribubted
version has

blocks of data

o These bloclks are
linked toqgether

o Blockchain!




Blocles

o Each blocke is a
collection of
Eransactions

o Each bloclke
Fo&n&s to Farem&
blocik




Hash function

o COW\P%&@- random The guick brown

summarj C){: LMPM& fox jumps over

. “IMF»’OSSEbLQ” ko the lazy dOg

tavert

o Collisions rare

o Different inputs
produce
different outpuls
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Blockchain m&egr&%v

pm‘eh&
| hash(parent) 4
o Each block has a P '
ko\sk(mv
hash 0": the Eransactions)
Eransactions it :
Trawnsactions
contains
@ Each bi.(;)tlf pm‘av\&
tncludes a hash hash(parent)
of parent block —
Eransactions)

Transacktions




Public key cryptography

o Each person ¥ has The quick brown

% F’Ubu’t “W‘? U and fox jumps over

o p@iv&%e b:’ev r4 the lazy dog.

e U and R are U
vverses 0d7006cd@55e94cf

014587eldZ2aelc8e

o To encrypt text b IR

for ? to read,

send U(E) The quick brown
fox jumps over

o RLEY) = E the lazy dog.




Digital signatures

o U and R are
Lverses

o RILVEN =t

@ Also,
U(R(EY) = & !

@ Stgh using K

2 faef:ipi@.m& can
verbfv using U
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Transacktions

o Who writes the
Eransackions in the
bloclkechain?

@ No cewnkralised
&u&hori&v

a Trawnsactions are
creaked bv
originator

Transackion

Fromm A

To B




Transacktions

o A digi&&ti{j signs

o Calnnot
repudi,a&e Laker

o A uses B pubi.ic:
ey to create a
challenge omi.v =
can solve

o Omtv B can claim
Fhis amount

Transackion

Fromw A

Diq Siq of A

To B
Challenge

Amounk



Transacktions

o Where’s the monev?

@ No cewnkralised
authority to c’:e_r&{:v
Fhe mohey A holds

o Must refer to
Frekus
Eransactions where
A a&quired the
molhey

Transaction
From A
Diqg Siq of A
To B
Challenge

Amounk

Sources of

funds




Adding blockes

@ Peer to peer
nebwork

@ Trawnsactions
broadecast ko all
nodes

@ ‘Periociwauv ;
collect Etransactions
into a blocke and
add to chain




Mining blockes

o Process of adding
a blocke is called
miniing

@ Mining is
decenkralised

@ Bloclkchain may
fork

o Integrity of the
ledger is lost!




Piskributed consensus

o All nodes should
aqree on blocks

o kElegant solutiown
due to Sakoshi
Nalkomoto

@ Emerg EMg
diskributed
CONSensus




Proot of work

o Adding a node
reqmres solving a
hashing prc)btem

o Brute force
search

o Calibrated so Ehak
Lk Falees aboul 10
minubes ko solve on

currenkt hardware



Proot of work

o After mining a
block, miner
broadcasts

o QOther miners
abandon efforts,
accept this block,
move to next block

8 Serial numbers




Blockchain forking

8 Two milhers may
succeed U paraﬂ.@i

o Variants of chain
may Propaga&@.

o Mismaltch bebween
your chain and new
block — keep Longer
chain

o Ev&.m&uauv converqges



Incentive for mining

o Whv spevxci
compu&a&omat
effort to mine?

o Transaction fees
and obther
thcenkives

o Bikcoin!
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Transacktions

o A uses B public
ey to create a
challenge mf\bj &
can solve

@ Ontj B can claim
Ehis amounk

@ How is this done?

Transackion

Fromw A

Dig Siq of A

To B
Challenge

Amounk




Challenge scripts

o Simple stack based programming
Llanquage

o Locking script
DUP HASH100 <PubKHash> EQUALVERIFY CHECKSIG

o <PubkHash> — hash of B's public key

o Unlocking script
<S1g> <PubK>

@ <Sig> <PubK> — signature, F?ubi.i,@ ey of B



Challenge smip%s L]

o Concabenalte and execute on sktack VM

<S1g> <PubK> DUP HASH160 <PubKHash>
EQUALVERIFY/CHECKSIG
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More general scripts

o Multisighature

@ N Faubti’,c lceys recorded in the
sari,p&

o M wusk Frovid@. signatures to
unlochke

o Conditional
o Three partners, majority must sign

o Lawvj@r can access wikth owne par%mw



Scripting language

o Ritcoin

o Scripting language is intentionally
Turing incomplete

o Cownditionals, but no Loops
o Ethereum
o Richer language, Turing complete

o High level language Sotidi&v Ehak
ﬁam[p&es dowi to stack langquage



Swart cownkracts

a A s&rip& Ehat execubes whein a
Eransactkion s nvolked

o tlthereum conkracks can express
objects with emaaysum&ed& stake

3 Exampi&: DAQ

o Decenkralized Aubtlonomous
Organisation






Blockchain convergence

o Proof of work — eventually
converqgent solution to diskributed
CONSENSUS

o Ensures blockchain does not fork

o Need majority collusion to fabricate
alternate chain

o Would allow double spemdit»\g



\fulmer&bi;i&v

Hijacking Bitcoin: routing attacks on
crvaoaurrev\mes, Apos&oto\m et al, IEEE Seeuréﬁv
and ‘Privm‘::v 2017

o Skructure of Internet is not uniform

o Cowncentration of switches, routers
make partitioning possible

o Can also c{emv F’Q@M’Q%S



Model checking

Modeling and Verification of the Bitcoin
Protocol, Chaudhur'j et al, MARS Workshop 2018

o UPPAAL model of Bitcoin network
o Investiqgate forking, double s[z?emdi;ma

o Model checking of a very small
scale model, 4 nodes, 1 malicious



Smaart cowntract
verification

Online Detection of Effectively Callback Free
Objects with Applications to Smart Contracts,
Grrosswai etk al, POPL Roly

o Decentralized Autonomous Organisation
o DAQ buq stole $1850 wmillion dollars
o Reentrant code (callbacks)

o Automatic verification of effectively
callbaclke free objects



‘BAO Object Dao

Map <Object,int> credit
1nt balance

Invariant
(sum o: credit[o]) = balance

Method Method
withdrawAll(Object o) deposit(Object o,
if (credit[o] > 0) g mount)
this.balance -= credit[o] += amount
credit[o] balance += amount

o.pay(credit[o])
credit[o] = 0



DAQD akbacle

Object Attacker

Object Dao
bool stop = false
int balance

Method pay(int profit)g/

> withdrawAll1(0Obj

Method
ect o)

1f (credit[o] > 0)

this.balance -=
credit[o]

—‘\\\o.pay(credit[o])

this.balance +=
profit

1f (!stop)
SLOPE=".LI"UE %ﬂk
Dao. 00
withdrawAll(this)

stop = false

credit[o] = 0

Method
deposit(Object o,
1nt amount)

credit[o] += amount
balance += amount







