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Summative Examination: Players and 

Organization 
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Student Examination Authority Examiner 

Three  Roles: Three Phases: 
1. Pre-Conduct       2.  Conduct       3.  Post-Conduct  

Summative examination form an integral part of any educational 
system. 



Summative Examination: Crucial Assets 

• Question Paper 

• Answers-scripts 
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Threats. . . 
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 Question paper leakage 

 Candidate cheating 

 Bribed, corrupted or unfair examiners 

 Dishonest/untrusted examination authority 

 Outside attackers 

… 
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Research Problem 
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Bind the unique question paper provided to the 

student with the answer-script produced by the 

student unambiguously s.t. 

Non-Repudiable 
Evidence 

Examiner 
Anonymity 

Student 
Anonymity 

Answer-script 
Secrecy 



Security Requirements 
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Sr. 

No. 
Requirement Reason 

1. 

Ensure that at no stage shall the 

identity of the examiner be 

available to the student. 

To prevent any attempt of the 

students from approaching 

examiners with illicit demands 

or threats. 

2. 

Ensure that at no stage shall the 

students identity be available to 

the examiner. 

To prevent any dishonest acts 

of examiners, such as unfair 

evaluation, bribe demands etc. 

3. 

Ensure that at no stage shall the 

students answers-scripts be  

available to the examination 

authority.  

Examination authority, do not 

have any role to play in the 

answers-script evaluation 



Model 
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Glossary of Notations 
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Protocol for Answer-scripts Delivery 
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Student Examination Authority 



Protocol for Answer-scripts Delivery 

using Hybrid Cryptosystem 
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Protocol for Answer-scripts Delivery 

using Hybrid Cryptosystem 
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Privacy Properties 

• Question Indistinguishability: No premature 

information about the questions is leaked. 

• Answer-script Secrecy – Answer-scripts are released 

only to the examiner for evaluation 

• Anonymous Marking: An examiner cannot link an 

answer to a candidate. 

• Anonymous Examiner: A candidate cannot know which 

examiner graded his copy. 
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Equational Theory 

16 



Associativity & Anonymity (1/5) 
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Inseparable bonding between Question Paper 
and Answer-Script 



Associativity & Anonymity (2/5) 
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QP and AS Associativity 
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QP and AS Associativity 
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Initial knowledge of the communicating 
entities. 

Question paper answer-script pair submitted by the 
dishonest student. 

Claim of the dishonest student after the completion of the 
examination 

Knowledge of the examination 
authority/examiners 

Final decryption of the received data. 



QP and AS Associativity 

• Dual signature ds = hash(hQPA1 hASA2) is signed by 

the student entity 

• New claim of student is  ds’ = hash(hQPA2 hASA2) 

• It is unlikely that the two distinct question papers map to 

the same hash value 
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Associativity & Anonymity (3/5) 
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Associativity & Anonymity (4/5) 
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