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Summative Examination: Players and

Organization

Summative examination form an integral part of any educational

system. o _ _
Student Examination Authority Examiner

Three Roles: Three Phases:
1. Pre-Conduct 2. Conduct 3. Post-Conduct
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Summative Examination: Crucial Assets

» Question Paper L
* Answers-scripts




Threats. . .

&
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» Question paper leakage

» Candidate cheating

* Bribed, corrupted or unfair examiners

» Dishonest/untrusted examination authority
» Outside attackers
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Typical Answers-scripts Delivery
Process

Question Paper
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Examination Answer-Scripts Studer:;t
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Evaluated Answer-Scripts Examiner




Research Problem

rovided to the

Non-Repudiable Examiner Student Answer-script
Evidence Anonymity Anonymity Secrecy




Security Requirements

Ensure that at no stage shall the
identity of the examiner be
available to the student.

Ensure that at no stage shall the
2. students identity be available to
the examiner.

Ensure that at no stage shall the
students answers-scripts be
available to the examination
authority.

To prevent any attempt of the
students from approaching
examiners with illicit demands
or threats.

To prevent any dishonest acts
of examiners, such as unfair
evaluation, bribe demands etc.

Examination authority, do not
have any role to play in the
answers-script evaluation



Model

Processes in the applied & calculus
Annotated using events

Privacy properties as observational
equivalence between instances

Automatic verification using ProVerif




Glossary of Notations

(Glossary of notations

Notation Description
KA I\]I Public key and private key of an entity A;
K4, (m) Message m is encrypted using public key of
entity A;
(c)K ;1 Cipher text c is decrypted using private key of

entity A;




Protocol for Answer-scripts Delivery

Alice Bob
{Na,A}Pk(B) J
< {Na,Nb,B}Pk(A)
{Nb}Pk(B) d

{Nb,r™=}Pk(A),h(r")Sk(B)

{{Na,QP,h(AS),HQPASA}Pk(B), {AS,h(QP),HQPASA}™}

{Nb,{h(h(QP)+h(AS))}Sk(B)}

Student Examination Authority



Protocol for Answer-scripts Delivery

using Hybrid Cryptosystem

—————————— == —— e ——— - — ——— —— o ——

2: Initially, B dlsgumee the pubhc key of examiner (X) as follows:
2.1: First, B select the public key Ky of X and choose a random number (r) to
disguise the public key Ky as (Ky *r).
2.2: Bencrypt the disguised public key (Kx *r) of X using public key K4, of A; as
{(Kx *r)}Kj,.
2.3: B compute message digest of (Ky *r) and sign it using private key K ,;‘ of
B.
2.4: B pairs disguised public key and message digest created in step 2.2 and 2.3
and send it to A;.
Message 2: B — A;: {Np,(Kx *r) }Ka,,{H(Ky * r)}I«i',;l
Reason: Sending blind public key of (X) to (A) serves two crucial objectives: It
aids 1n hiding the identity of (X) from students (A) and assists in hiding the student
answer—scnpts from exammatlon authonty (B).




Protocol for Answer-scripts Delivery

using Hybrid Cryptosystem

7 . .

3: When A; receives message 2 from B:
3.1: A; decrypts message 2 to read (Kx *r) and {H(Kx *r)}.
3.2: A; computes hash of (Ky *r) and compares it with the message digest
{H(Kx = r)} received from B.
3.3: If both hash values match protocol proceeds further.
3.4: Subsequently, A; produce answer-script AS4, and compute the message
digest H(AS,,) of ASy,.
3.5: A; generates a secret key Sy, .
3.6: A; encrypts AS,, using its secret key S4, and pairs the secret key S,4. and
H(S4,) using disguised publlc key of examiner (X) send it to B.
Message 3: A; — B : {{Na,,QPy,, H(ASy,). {HOPASs }K ;' 1 Kp, {AS, }Sa,. {Sa,. H(Sa,) } (Kx #7)}
Reason: By using the disguised public key the examination authority(B) is unaware
of the answer-script AS,, of the student A;(Examination authority only knows

H(AS;).




Privacy Properties

* Question Indistinguishability: No premature
Information about the questions is leaked.

 Answer-script Secrecy — Answer-scripts are released
only to the examiner for evaluation

« Anonymous Marking: An examiner cannot link an
answer to a candidate.

« Anonymous Examiner: A candidate cannot know which
examiner graded his copy.




Equational Theory

Equational Theory(=)

fst(pair(z,y)) =z snd(pair(z,y)) =y

unblind(blind(m, rbf),rbf) = m  unblind(sign(blind(m,rbf), K;'),rbf) = sign(m, K;")

unblind(aenc(m, blind(Kg,rbf)), rbf) = aenc(m, Kg)




Assoclativity & Anonymity(1/5)

o 8 8338

Inseparable bonding between Question Paper
and Answer-Script



Assoclativity & Anonymity(2/5)

Question paper & Answer-script Associativity

An examination system with student process A (QP., AS, id) and examination
authority process B offers question paper & answer-script associativity, if it is
possible to unambiguously distinguish when a student A4; produce answer-script
AS,, corresponding to the received question paper ()P4, from the case where ex-
amination authority /student claim of producing AS,, corresponding to altogether

different question paper Q) F4,.




QP and AS Associativity

QP1 AS,,

ASp; QP2

Student Al Student A2




QP and AS Associativity

@o = {pk(B) /v1}|{pk(A;)/v2}{pk(E;)/v3}| Initial knowledge of the communicating
{hexKey = hide(pk(E;).rf)}|{enc(QP4;,A;) entities.
li=1..n},

Question paper answer-script pair submitted by the
Q1 = (P0|{QPA1/-"-ASA2/.V}~ dishonest student.

¢ = {QPAg/x.ASAg/_v}, Claim of the dishonest student after the completion of the
: examination

O = { Q1 }|{sign(hash(hQPs1hASy2), ssecST ) }|

{"(IS/I(ASA'Z )|hash(hQP41hASy> )| Knowledge of the examination

{enc((ASa2.hash(QPyy)), hexKey)} authority/examiners

{enc((ASa2.hash(QPyy)), pk(E;)}.

P = (Pnl{dec(QPAl .B)l{deC(ASAg.E,-))} Final decryption of the received data.



QP and AS Associativity

« Dual signature ds = hash(hQPA1 hASA2) is signed by
the student entity

* New claim of student is ds’ = hash(hQPA2 hASA2)

 Itis unlikely that the two distinct question papers map to
the same hash value

St b AL 2. L LR b V)

3 QPy, s.t. H(QPs,) = H(QP4,) and 3 ds = ds'
It is unlikely that the two distinct question papers map to the same hash value since

QPAl N QRA: #@

Since (ds = cds)¢ and (ds’ # cds)o 1, ¢| % ol
1e., two frames ¢ and ¢ 1 are statically not equivalent. This means that ¢ and ¢1 are
; distinguishable to the dispute handling authority.
This holds true for any frame ¢; for i > 0.
Since, dispute handling authority is successful in distinguishing between original
pair and altered pair, i.e, P[QPy,/ql ,ASAs/al] % P[QPA;/q1,ASA;/al]. we can
conclude that ADAA protocol ensures Unambiguous Associativity between given QP

and AS pair.



Assoclativity & Anonymity(3/5)

Answer-script Secrecy

An examination system with student process A (QP, AS, id) and examination
authority process B offers an answer-script secrecy. if it is not possible for the

examination authority to distinguish the answer-scripts received.

vn.(A{AS4, /x, AS4,/y}|B) ~ vin.(A{AS4,/x, AS4,/y}|B) (2)




Assoclativity & Anonymity(4/5)

Answer-script Anonymity

An examination system with examination authority process B (QP, AS, pseudo_id)
and examiner process X, ensures answer-script anonymity, if it is not possible for
the examiners to find the author of the answer-scripts from the received answer-
scripts, i.e., student A; producing an answer-script AS,, is indistinguishable from

student A, producing an answer-script AS,, .

Uﬁ(B{{Asﬂl 3 pidﬁh }r {ASA2~mdA2}}|X) = Uﬁ*(B{{ASAQ:mdAl }s {ASAI 3 pidAz'}}lX} (3)
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